
How Mobile Phones And Digital Identity Could Be Linked 

Ideas and suggestions are welcome on how mobile phones and digital identity could be linked so 

that mobile phones can be used as instruments for online electronic authentication of individuals’ 

identities.  

Technical architecture and solutions, process improvements, implementation mechanisms, cost 

effectiveness, operational efficiency: 

• New / old mobile connections can visit the mobile company office / customer care centre to 

get their Aadhar number registered to their mobile 

 

• Use existing mobile internet networks. Ensure boosting of mobile internet service quality 

 

• Create a central identity server that can be accessed both by the phones and other terminals 

via wireless internet. This should also be linked to bank servers as described below. 

 

• The identity would be a secure online account of the individual that would integrate their 

digital identity,  Aadhar / PAN / EPIC / Driving licence, an Aadhar linked bank account, 

personal details, biometrics, etc. Only selected sections can be accessed by authorised 

people including the owner.  

 

• The owner of the identity can log-in using a high-security password and a mobile SMS code 

(2-factor verification). 

 

•  They can access certain parts and request for services like a new PAN number, Passport, etc, 

ask for changes to be made in case of errors in physical documents, check IT return status / 

due / refund, etc. 

 

• The account should also have an optional RuPay integration. Later on, a centralised bill 

payment system could also be integrated into this account. Payments could also be done via 

ECS and permissions for it could be obtained online. 

 

• The account should display the main bank account balance and last few transactions of the 

user as well (account that is linked to the Aadhar) 

 

• The account would have an option to pay for services by generating secure “one time pins” 

that can be used at merchant terminals, online platforms, government payment centres, etc. 

It could also 

 

• Create operating system specific “Digital identity applications” for all devices. All companies 

could be asked to create their own based on a government template. That could b installed 

onto the old sets via a software update and bundled with new sets selling in India. 

 

• The process needs to be voluntary but made lucrative to gain participation 



 

Policy guidelines and Security 

• Need strong laws to protect digital identities against theft and misuse. Need a 

comprehensive Digital Identity and Cyber-security Act to integrate all aspects of digital 

identities. Need cyber-specific clauses added to existing laws like the IPC and CrPC. 

 

•  Need a many more “cyber-police stations cum digital identity offices” to respond swiftly to 

theft of mobile phones or online identity theft, by disabling the SIM and locking the account, 

investigating and booking offenders.  

 

• Locked accounts can be reopened on biometric verification and submission of physical 

documents as is the norm for mobile SIMs 

 

• Need a central nodal agency that can oversee all the aspects of this project. 

 

• Need the SIMs to be locked to the individual sets. If the set is to be changed, then the SIM 

needs to be re-registered with the new set on physical biometric verification. This would 

prevent cloning of SIMs remotely 

 

• Need to ensure that most of the system is only freely accessible from India and not outside 

India to keep external attacks at bay. Only connections with Indian IP addresses could access 

the accounts unless the owner requests so. 

 

• If an Indian national living abroad wishes to create / use their accounts, then they need to go 

to the local consulate / embassy to access it. They can be given a perishable pin (valid for 2-4 

weeks) to access the system to create their accounts. Later they can login using a username 

and a perishable pin. Usually they may not need to use their accounts extremely often if 

they are residing outside, so they can come back for another pin as and when required. 

 


